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Acceptable Use of IT Policy   
   
1.   Introduction   
   
1.1 Digital technologies have become a key part of our lives, both inside and 

outside of College. Safe use of these technologies is essential. This acceptable 
use agreement is intended to ensure that:  
 

x Students will be responsible users and stay safe when using the internet 
and other digital technologies for educational use.  

x Staff will be responsible users and stay safe when using the internet and 
other digital technologies for educational use.  

x School systems and users are protected from accidental or deliberate 
misuse that could put the security of systems at risk.  

 
We expect staff and students to agree to be responsible users at all times.  
   

2.   Purpose   
   
2.1  This policy summarises the key responsibilities and required behaviour of all staff 

and students as regards the Nelson and Colne College Group technology 
systems. 
   

   
3.   Legislative/Quality Framework   
   
3.1  The management of information security and the use of computers at Nelson 
  and Colne College are framed by UK legislation including: 
 

x Data Protection Act (1998)  
x Counter-Terrorism and Security Act 2015: Prevent Duty  
x Regulation of Investigative Powers Act (2000)  
x The Public Sector Bodies (Website and Mobile Applications) (No. 2) 

Accessibility Regulations 2018  
x FUeedRP Rf IQfRUPaWLRQ AcW (2000) � HXPaQ RLgKWV AcW (1998)  
x CRPSXWeU MLVXVe AcW (1990) � JANET AcceSWabOe UVe PROLc\ 
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4.      Acceptable Use Agreement – Your Obligations and Expected Behaviour  
   
  4.1 I understand that I must use College systems in a responsible way, to 

  make sure there is no risk to my safety or to the safety and security of 
  the systems and other users.  

 
 4.2 I will keep my username and password secure ± I will not share it or try 

  WR XVe aQ\ RWKeU XVeU¶V XVeU Ld aQd SaVVZRUd.  
 
 4.3 I will not disclose or share personal information about myself or others 

  when online.  
 
 4.4 I will report any unpleasant or inappropriate material or messages. 
 

4.5  I understand that the College systems and devices are intended for 
  educational use and that I will not use them for personal or recreational 
  use unless I have permission.  

 
4.6 I will not try to make large downloads or uploads which might take up 
  internet or storage capacity and prevent others from carrying out their 
  work.  

 
4.7 I will respect others work and property and will not engage with others 
  fLOeV, ZLWKRXW WKe RZQeU¶V SeUPLVVLRQ aQd NQRZOedge.  

 
4.8 I will be polite and responsible when I communicate with others.  

 
4.9 I will not distribute images of others without their permission.  

 
4.10 I will only use my personal devices in College in accordance with the 
  standards and rules set out in this agreement.  

 
4.11 I understand there are risks in accessing internet sites and information 
  and I will not upload, download or access inappropriate material.  

 
4.12 I will not use any programs to try to bypass the filtering and security 
  systems put in place by the College to protect its staff and students.  

 
4.13 I will not open any hyperlinks in emails or documents, unless I know and 
  trust the person sending them.  

 
4.14 I will not try to change any device settings or to install any software which 
  is not approved by the College.  
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4.15 I understand that if I fail to comply with this agreement, I may be subject 
  to disciplinary action.  
   
 

5.       The Policy Detail    
   
5.1  Book all computer equipment through the standard booking procedures, 

completing a Consent Form, or gain permission from the CIO or the Desktop 
Services Team Leader, prior to its removal from College premises.  

 
5.2 Installing unlicensed software or applications on Nelson and Colne College 

Group computers, servers, laptops or mobile devices is not permitted.  
5.3.  Remember, College equipment is to be used for College work or study purposes 

only. This includes laptops, tablets, MiFi units, telephones, mobiles phones, or 
any other equipment owned by the college which is in your care.  

 
5.4.  You must not create, access, transmit or download inappropriate, terrorist 

related or extremist materials using the College's IT systems or network. The 
College has a statutory duty to take steps to prevent individuals being drawn 
into extremism and terrorism and a duty to alert and report any attempted 
access to, or dissemination of, such inappropriate material. Make sure you work 
within the security measures put in place to ensure the safe operation of 
computing equipment; these are there for your safety. This includes anti-virus 
software and password authentications.  

 
5.5. Other devices or software on College IT equipment that subverts or bypasses 

security controls including monitoring and filtering are not allowed to be installed 
on any College owned equipment.  

 
5.6. Adhere to the terms and conditions of all license agreements relating to any 

software installed on, or accessed by College computers including restrictions 
for commercial use.  

 
5.7.  Access, modify, save or copy records or files and computer records only where 

you have been given the authority and authorisation to do so.  
 
5.8. Always comply with the JANET network Acceptable Use Policy (which can be 

fRXQd RQ WKe JANET¶V QeWZRUN ZebVLWe) ZKeQ XVLQg aQ LQWeUQeW cRQQecWLRQ fURP 
or to the College including, but not limited to, the following examples:  

 
� Not engaging in harassing, defaming or other anti-social behaviours 

online  
� Not creating or transmitting any offensive, obscene or indecent 

images, data or other material in any form  
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� Not using the network to attack or gain unauthorised access to other 
network, computeU V\VWePV RU daWa � NRW WUaQVPLWWLQg XQVROLcLWed bXON 
email (spam)  

� Not infringing the copyright of another person or organisation  
 
5.9. Remember to log out of College systems at the end of each session.  
 
5.10.  Remember to not leave open-access computeUV ³VcUeeQ ORcNed´ fRU PRUe WKaQ 

20 minutes and secure your computer when leaving. 
   

  
   
6.       Passwords, ID and Access 
   
6.1    Your unique User Identification code (User ID) and password are the primary 
  cRQWURO fRU acceVV WR WKe CROOege¶V LQfRUPaWLRQ V\VWePV, cRPSXWeU VeUYLceV aQd 
  network. All access and activity that is logged can be tracked back to your user 
  ID. Your User ID and password are for your sole use, therefore:  
 
  6.1.2 Do not use another person's user ID, nor permit or allow another person 
   to use your user ID for any reason.  
 
  6.1.3  KeeS \RXU SaVVZRUd cRQfLdeQWLaO. DRQ¶W aOORZ \RXU SaVVZRUd WR becRPe 
   known by another person. Follow good security practices when creating 
   \RXU SaVVZRUdV. DRQ¶W ZULWe WKeP dRZQ aQd XVe KLgKO\ VecXUe  
   passwords (using at least three of the following ± numeric, lowercase, 
   uppercase, symbol).  
 
  6.1.4  The IT helpdesk service can reset your password if required. We will 
   never ask you to divulge your password.  
 
  6.1.5  On a work-related device, personal email addresses or accounts must 
   not be used. They may only be registered or signed into work email 
   addresses. All devices returned must be free of codes, etc. which would 
   restrict access and redeployment.  
 
  6.1.6 The College has a statutory duty to co-operate with Law Enforcement 
   Agencies in the course of an investigation, allowing access to your email, 
   file spaces and any logged information, where a warrant/request is  
   properly executed in relation to an investigation.   
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7.       Protection Against Malicious Code  
   
7.1 Viruses, spyware, hacking utilities etc. are classed as malicious code and are a 

risk to maintaining information security, therefore: 16. You must take the utmost 
care and not deliberately, allow malicious code or any other "nuisance" program 
or file onto any College systems. 

   
   
 

8.       Use of Email and Other Electronic Communication Systems.   
 
8.1   College staff should use their nelsongroup.ac.uk email address when 

communicating so that correspondence can be verified and tracked.  
 
8.2  College staff should encrypt all files containing personal data and take care 

when using mobile technologies to hold College information. 
   
   
9.        Leaving the College   
   
9.1   When you leave the College, or suspend your study, your computer user 

account will normally be suspended. Any loaned equipment must be returned 
to the College.    
   

10.  Disciplinary Process 
   
10.1  Use and Access to College resources and information is conditional upon 

adherence to the Acceptable Use of IT Policy. Where there is found to have 
been a deliberate attempt at unauthorised access, or wilful neglect to protect 
the College information systems and data, the College will initiate the 
appropriate disciplinary processes, which may include reporting to the Police.    

   
This Policy to be Read by: 
 

 

Staff   
Students  
Governors  
Consultants  
Partner staff of Nelson and 
Colne College 

 

Contractors of the College 
Subcontractors 

 

 
   
   


